


Kieri Compliance Documentation
Purpose
This Kieri Compliance Documentation (KCD) Package provides best-practice templates for small and medium sized businesses (1-1,000 users). When filled out, customized for the client’s environment, and followed, this program of policies, procedures, checklists, and continual monitoring will structure your required activities for CMMC Level 2 compliance and create evidence that each activity was performed on schedule.
This package does not…
identify the person on your team who will be the leader for compliance,
convince executives to provide the people, tools, and budget resources needed,
ensure you are following regulations for specific types of Controlled Unclassified Information,
tell you what your scope should be,
perform the required activities for compliance,
compile evidence, or
verify you have taken the technical steps to make your environment compliant
… these are your responsibility. 
Note: This documentation is for exclusive use by the licensed organization. You are only allowed to share this package with vendors and services providers who have signed an NDA with you. 
Note: Sale of this documentation package is considered “consulting.” Kieri Solutions will not perform a CMMC assessment of any company that purchases the Kieri Compliance Documentation. We will be glad to recommend different reputable assessment companies on request.
Audience
This overview document is for the IT person or manager responsible for CMMC readiness or consultant working with them to prepare for a CMMC audit.
System Architecture
This Kieri Compliance Documentation Package is designed to work very well with a Windows-based reference architecture; however, you do not need to use any specific architecture with this documentation package. It is written to work for a wide array of servers, networks, and physical facilities. If your architecture is different, you will need to modify the documentation to account for the differences. We decided to leave as much content in the templates as possible so that you could see an example of how it would work, rather than leave blanks that could be confusing.
Overall CMMC Compliance Strategy
This CMMC compliance program stands on two legs:
Reoccurring IT activities are performed and tracked using the Cybersecurity Maintenance Checklist. 
Unique IT activities are performed and tracked by following the Change Management process.
How does this work? 
The CMMC requires that companies monitor the effectiveness (and take corrective action as needed) of their security controls. At CMMC Level2, there are 110 practices that need to be performed and continually monitored.  This seems overwhelming, but the trick is to realize that security controls can be split into two categories:  Controls that fail if you do nothing, and controls that stay good if you do nothing. 
Examples of controls that fail if you do nothing:
Software becomes vulnerable over time
Cyber-attackers develop new exploits and techniques over time
Account permissions become incorrect as people switch jobs
Policies become outdated as your company grows
Your knowledge of disaster recovery gets rustier the longer it has been since an outage
Examples of controls that stay the same if you do nothing:
· Your VPN continues to use FIPS 140-2 validated modules for encryption
· The firewall keeps denying traffic by default
· Server configurations are still secure
· Your group policy keeps enforcing lockout timers
So how does this realization drive our strategy? 
We use the Change Management process to monitor, manage, and correct the controls that stay the same if you do nothing. The Change process controls the actions of privileged users to make sure they don’t break security through their activities. 
We use the Maintenance Checklist to set appropriate timeframes for maintaining the controls that fail if you do nothing. A very small company might review audit logs on a weekly basis. A Fortune 500 company would have rotating shifts of multiple personnel to monitor audit logs continually. But both are reviewing audit logs on a schedule. With this program, you customize the checklist to your company’s needs then use it to remember to do each activity as scheduled.  
What does this mean for you as a smaller business?
· You need to schedule time each week to perform the Cybersecurity Maintenance Checklist. It is helpful to schedule the same day each week to start it (such as Tuesday).
· You need to enforce Change Management procedures whenever your privileged users want to modify the environment. 
· These two activities will do about 90% of the work to keep your cybersecurity program running and generate evidence of compliance over time. 
Be a true believer in the Maintenance Checklist and the Change Management process. These two activities are the best route to repeatable compliance.
Description of Templates
Highest Level Governance Documents (Store in COMPLIANCE folder)
	Document Name
	Description

	System Security Plan Template
	Based on the NIST System Security Plan Template, this template includes mappings between frameworks and includes additional recommended topics to discuss in your plan. 

	FIPS Validation Strategy and Risk Assessment
	Template that describes how CUI is stored and transferred.  Identifies the cryptographic solutions used to protect it. Identifies FIPS 140-2 validation for each cryptographic solution and performs a risk assessment for any imperfect situations (such as installing security patches which increase the version past the FIPS-validated version).
Includes FIPS Module identification for Windows 10 and Office 365.

	Shared Responsibility Matrix
	Template for describing which organization is responsible for performing CMMC requirements when there are multiple parties involved. Typically used by a service provider like a Managed Service Provider to describe their services.

	Plan of Action Template
	Tracks long-term action items while working toward CMMC Level 2 compliance.
Used to track temporary deficiencies (vulnerabilities, controls found to be ineffective during review) until they are resolved.




Supporting Documentation Templates (Store in POLICIES folder)
	Document Name
	Description

	Access Management Policy
	Contains access control procedures specific to accounts (user, privileged, process, shared). Also includes training and screening requirements and identification & authorization requirements.

	Audit Management Policy
	Defines frequency for audit log reviews, requirements for audit log generation and storage, SIEM. Describes when to start the incident response process.

	Change Management Policy
	Defines changes which need to go through formal change management and describes how to perform change management.

	Configuration Management Policy
	Contains required security configurations for all systems, system baselines, data ownership tracking, secure configurations, inventory, least privilege, cryptographic key management, and licensing.

	Data Management Policy
	Defines different types of data and handling requirements specific to the organization. Gives spillage handling requirements.

	Disaster Recovery Policy
	Assigns responsibility for creating a disaster recovery plan, defines what should be in it, and describes requirements for safeguarding backups and performing recovery testing.

	Facilities Security Policy
	Describes facility security systems, physical security measures, logging, and monitoring for facilities.

	Incident Management Policy
	Defines incidents, describes responsibilities for preparation, drills, recording, response, and reporting.

	Risk Assessment Policy
	Assigns responsibility and timelines for risk assessment activities such as requirements for threat intelligence monitoring, risk assessments, and ongoing monitoring of controls.

	Supply Chain Risk Management Policy
	Describes a governance and evaluation program for critical vendors.  Not a CMMC requirement, but very helpful to have.

	Systems and Communication Protection Policy
	Describes network security and communications policy to include requirements for remote access, antivirus, gateway security, network access, collaborative computing, remote control, VOIP.

	Vulnerability and Patch Management Policy
	Contains requirements for performing vulnerability scans, timelines for response to vulnerable systems, legacy systems, and maintenance control.



Actionable / Repeatable Templates (store in PROCEDURES folder)
	User Agreements

	Information Systems User Agreement
	Acceptable use definition, requirements for passwords and protection of information system. 

	Issued Equipment Agreement
	Instructions to users about issued equipment and required notifications if an incident occurs. 

	Telework Agreement
	General standards for security when working at home. 

	Protection of Sensitive Information Agreement
	In-depth training and instructions for how to handle CUI properly.

	Privileged Access Agreement
	Acceptable use instructions for privileged users.

	BYOD Agreement
	Optional – agreement must be signed if a user wants to connect their personal phone to work email.

	Forms and Procedures

	Access Request Form
	New user request for access to resources and ensures that the requestor has a work-related need for the resource.

	Administrative Processes
	Catch-all procedure document which describes how to operate a compliant IT department at a high level.

	Audit Log Procedure
	Template which can be filled out with steps to perform monitoring according to CMMC.

	Disaster Recovery Plan
	Not a CMMC requirement. Template which can be used to create a disaster recovery plan with recovery instructions.

	Facilities Security – Logbook Template
	Used by the front desk to track visitors.

	Incident Response Form
	Fillable template used to capture required information during cyber incidents.

	Incident Response Procedure
	Explains how to identify an incident, understand its severity, prioritize it, and investigate and mitigate any attacks/errors, restore operations, and take actions to prevent recurrence.

	Personnel Offboarding Checklist
	Checklist of activities to perform during offboarding so that all access is removed according to risk.

	Publication Review Procedure
	Contains steps to ensure that no FCI or CUI is inappropriately published.

	Risk Assessment Template
	Includes a template with some common risks.

	Risk Management Procedure
	A procedure for how to identify and determine how to respond to risks.

	Repeating Maintenance Activities

	Cybersecurity Maintenance Checklist
	Includes both a template as well as examples of completed versions.

	Change Approvals Board Meeting Notes Template
	Includes both a template as well as examples of completed versions.

	Change Worklog Template
	A simple file which can be used to track individual activities during a change ticket.


How to Start
Note that everything written here is a recommendation for organizations starting from scratch. If you have a better system for a specific topic, keep using it!  
Everything in this package of documents can be modified and customized to fit your company. Use a different technology? Change the words. Don’t want to review accounts every month? Change it to every quarter. However, remember that your security program will need to pass the sniff test by a CMMC Assessor.  You should review your entire CMMC information system and compliance program, including these documents, with a cybersecurity compliance expert.  If they say you need to do things differently, follow their recommendations.   
Consider Your Existing Scope
Work with a cybersecurity expert to understand what Controlled Unclassified Information (CUI) you have, and how it flows within your organization.  To start with, any information systems and people that have access to, store, process, or transmit CUI should be considered when you are customizing the KCD. 
Create Locations for Your Compliance Records to Be Stored
Create or identify an IT Department SharePoint site, file store, or other file location and ensure only authorized IT personnel have access.  Ideally, this file location is held on the same network that you are using for CMMC Level 2, though some organizations might choose to keep the file location in the main corporate network instead. 
Create the following folders into your IT Department file location: 
POLICIES – contains final versions of policies and standards to be endorsed by your management.  Copy all the policies here.
PROCEDURES – Procedures, checklists, user agreements, and how-to guides.  Clients (you) will need to review and update these documents annually and whenever there is a significant change (e.g., the processing environment or regulations change). Copy your User Agreements, Training, Procedures, Forms, and Workflows here.
COMPLIANCE – This folder stores your cybersecurity compliance documentation and evidence. It will also include an evidence sub-folder for screenshots of key configurations as well as compliance documents for your cloud providers. Copy your Core Compliance docs here. 
SOFTWARE – This folder is used for version-controlled executables and installer files. All software authorized for use on your network should have a known-good copy saved in this location. This is also a good location for patches and software-specific troubleshooting or setup information.
VULNERABILITY SCANS – This folder is used for date-stamped copies of each vulnerability report as scans are performed over time. Used primarily as evidence of a healthy vulnerability management program.
BASELINES ARCHIVE – This folder is used for date-stamped files configuration records for each device in your environment. Examples are router configuration files, new PC build checklists, and baselines (logs showing actual-state processes, installed applications, and other information about the device). 
WORK LOGS – This folder is used for records of actions performed by the IT department. Weekly maintenance checklists are saved to this location to show that security controls are monitored and performed. Step-by-step work logs and project planning files are stored to this location for changes.  
Set Up Your IT Databases 
There is a saying in compliance, “A good procedure includes creating evidence that you did the procedure.”
It is very important to keep records of all your cybersecurity compliance activities.  To make this easier, we recommend setting up several databases used to manage workflows in your IT Department.  The structures of these databases are defined in the downloadable Excel files from our Kieri Compliance Documentation website. IT personnel with experience in Access, SQL, or Oracle should be able to understand the definition files. 
These databases can be easily set up in your environment using SharePoint Lists.  If you use Office 365, you can email info@kieri.com for import-ready SharePoint List Template files.
If you already have an IT department ticket system, you may want to keep using your existing system.  We recommend reviewing our Database Definitions against your existing system’s capabilities.  Ensure that your ticket system captures all the recommended information in one way or another (you might need to attach a separate form to your change requests, for example). For more information about the intention of and how each database is used, review the corresponding policies and Administrative Procedures.
We plan on releasing training videos which describe how to use each of these databases. If you have licensed training from us, check back regularly to see what is available. 
Review and Update Your Policy Templates
This is a big step.  We recommend having your IT Department leadership review the policies together with a cybersecurity expert and edit them to fit your company.
Once you’ve read through all the policies, you will have a much better idea of what is required to run a CMMC compliant information system.
Any time you identify a policy statement that you agree with, but aren’t following, add an entry to your Plan of Action.
You will also want to update your company-specific variables. Most variables are bolded and typically include your Company Name, the titles of specific responsible people, and technologies used. You are allowed to change anything in the template to match your company. For example, if the policy refers to the “Access Management Database, but you use a specialized solution called “IdentityTables,” go ahead and change the wording.

	IMPORTANT:  The System Security Plan template references policy statements by their paragraph number. For example, the SSP states that the Configuration Management Policy, section 4.6.c, requires configuring Network Time Protocol on new device builds. To keep these references accurate (saving you work in the future), you should avoid changing the paragraph numbers in the policies. If you want to add a new line, add it to the end of the list.  If you want to delete a policy line, you should consider striking-through the text, rather than deleting it entirely. 


After your policy has been reviewed and updated, make sure to have a senior executive in your company endorse it by adding an inked signature or digital signature to the end. The “responsible person” listed in the policy should be the president/CEO.  (This is standard for policies)
Save your policies to a location where everyone in the company can find them.  (This is standard for policies)
Plan for Migrations or Improvements
If your Plan of Action has a lot of hard-to-solve problems because of technology debt (your existing systems can’t be secured because they were built wrong or are using non-compliant technology), then your best approach may be starting from scratch by creating a CUI enclave.
What is a CUI enclave?   A CUI enclave is a new and totally separate network which is designed to securely store, process, and transmit CUI.  Once the enclave is built, all CUI is migrated to it and deleted from the original network.
To design a CUI enclave, you need to understand your functionality requirements.  Do your users need to print CUI? Do they need to use external media with CUI?  Do they need to connect to factory equipment or specialized application servers?   These functional requirements need to be supported by the architecture and design of your enclave.   
Now that you have reviewed the policies and understand your requirements for cybersecurity, you should start projects to fix your technical implementations. 
Shameless plug: If you decide to create an enclave, consider the Kieri Reference Architecture solution.  We can build you a compliant enclave and filled out System Security Plan based on Microsoft 365 GCC-High and Windows 10 laptops (available now), or we can provide step-by-step instructions to build this enclave (coming soon).
Review and Update the Administrative Processes
Now that you’ve read through the policies, it is time to read through and customize the Administrative Processes document. This process document tells you how to perform everyday tasks like onboarding new users and performing helpdesk support.
Review and Update the User Agreements
These user agreements are primarily used to train your users how to behave securely.  But they also act as proof that your users got that training, and that they agreed to be secure.  
Review and customize the user agreements for your organization. Make sure to review them with Human Resources and Legal.  Then have all the users with access to your CMMC information system read and sign the agreements.  While you are at it, have all your users take basic cybersecurity awareness training and get the certificates of completion.
Update Your Access Management Database
Follow the Access Management Policy to ensure that all your users have an approved Access Request and confirmation of training, user agreements, and background checks.  
Update the Hardware Inventory Database
Ensure that all devices authorized to connect to your CMMC information system are listed in the Hardware Inventory Database. 
Update the Software Inventory Database
Ensure that all software authorized for use on your network (whitelisting) is listed in the Software database.
 Review the Rest of Your Forms and Procedures
Yep.  Or wait until you need to use them the first time. Your choice. 
Begin the FIRST Cybersecurity Maintenance Checklist 
Time to start generating evidence of compliance!
As discussed in the Administrative Processes document, create a copy of the Cybersecurity Maintenance Checklist.  Re-name it to show today’s date. For the frequency, type in “annual.”  Now start working through each task in the checklist, from weekly all the way through to Annual.  If your environment isn’t mature enough to do a task, highlight it and save it for later. Keep plugging away until you’ve done all the tasks.  This might take a few months the first time! 
The tasks in this checklist are directly related to CMMC compliance and schedules in your policies. You can modify the tasks, the procedures for them, and the schedules, just like any other portion of the Kieri Compliance Documentation.  
Each week, even while you are working on the Annual maintenance, perform weekly, monthly, or quarterly maintenance checklists. As you learn better ways to do the tasks, update the procedure for each task.  This maintenance checklist should be one of your highest priorities each week. At the end of a year, you should be able to show 52 completed maintenance checklists to your assessor.  
 Start Following All Your Policies
Now that you know what’s in the policies, start following them. Do formal Change Management.  Patch your systems. Configure deny-by-default firewalls. Lock down user workstations. 
Complete the tasks in your Plan of Action.  Leave the completed tasks as a record that shows your progress over time.
Start filling Out Your System Security Plan
Now that you have policies and procedures, you are performing required cybersecurity maintenance, and your systems are configured securely, it is time to fill out your System Security Plan. 
Most people want to mark practices “implemented” and write what WOULD be done if the practice was implemented.  Resist the urge to do this.  It can be very hard to figure out what needs to be fixed if you’ve got future-facing text in the SSP.  Always write to describe your current situation (even if bad) or leave that topic blank. 
Done!
That’s it, right?  Well… maybe not, but you are on the right track!  The name of the game is continual improvement. Keep doing quality self-assessments and thinking of ways to improve over time. Compliance never really ends, but it sure feels good to be on the far side of a successful audit.  
Please feel free to send us feedback at info@kieri.com.  We want to know when something is confusing or wrong so that we can fix it.                                                                             -Amira Armond
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